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Abstract. Organized criminal groups can be modeled using rational choice 

theory. Criminal groups act as profit seeking enterprises, and the ability to shift 

the economic returns away from this activity results in a lower amount of crime. 

Criminal behavior does not need to rely on social deviance, but is moving towards 

the greatest financial rewards. As a consequence, as criminal groups face few 

financial disincentives, a growing class of criminal specialists has resulted. The 

course of action to best minimize the online criminal threat can be linked to 

minimization of economic returns from cybercrime. 
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1   Introduction 

Rational choice theory can provide a basis for a amalgamated and inclusive theory of 

behavior related to cybercrime. Rational choice centers on instrumental rationality [1]. 

This is the choice of the most efficient and effective means to achieve a set of particular 

ends. These ends include the acquisition of wealth or other scarce resources. The 

decision of an individual or criminal group to engage in socially detrimental criminal 

activity is not based on social deviance, but rather a perceived rational choice that such 

activities are most likely to provide the desired outcome. Cohen [7] asserted that 

conduct is rational if it involves the choice of means to achieve an end. 

Grabosky [18] argued that cybercrime reflects any other profit based criminal 

activity. In this way it can be explained by three factors, motive, opportunity and an 
absence of capable governance or guardianship. Any one of these can be shown to 

increase the costs associated with criminal actions and hence reduce the profitability of 

cybercrime. This reflects the state of mind of the ‘rational criminal’. 

Rational choice theory assumes that an agent can be modeled as Homo economicus 

[2]. This is an individualistic passive agent who is moved by the conditions 

experienced. These experiences and circumstances coupled with the rational agents 

assumptions lead to a series of rational choices that are believed to be optional by the 

agent, but may be detrimental to society as a whole [19]. ‘Rational man’ is thus an 

‘economic man’. Instrumental rationality is used by the rational agent to gauge the ends 

and means that establish the actions used to plot one's course through life [6]. Choice 
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involves an active progression in which each agent evaluates (consciously or 

subconsciously) the benefits and costs, and then makes a continuing series of conscious 

decisions [12]. Each agent reflects on his or her current circumstances as evaluated 

against the attainment of his or her goals as a set of composite goods. That agent alone 

can establish whether the price can be afforded [2]. 

Rational choice theory is based on the assumption an agent as Homo economicus 

holds particular sets of discrete, fixed, hierarchical predilections [24]. The assumption 

is that the agent will select the action with the preferred outcome. This outcome (if 

achieved) optimizes the difference between the costs and benefits [6] associated with 

the action. Rationality is achieved in a series of actions that remain consistent with the 

agent's stable preference rankings in a manner that is designed to return the optimal 

relation between the goals and beliefs of the agent [17]. This ideally returns the largest 

set of composite goods (as determined by the rational agent) for the lowest cost.  

Actions including crime can be ‘rational’ for agents at the individual level. These 

when combined across a group coalesce to generate a variety of systemic social 

outcomes. At times (such as may result from cyber-terror and DDoS attacks), many of 

the ill effects are intended by agents. More often, the result is an unintended 

consequence that may be either socially optimal or more commonly socially non-

optimal [8]. Ill effects from the actions of socially focused agents (such as police and 

'white-hat' hackers taking vigilante action) can also frequently result in unintended sub-

optimal social responses.  

2 Cybercrime as a rational choice 

Rational choice models can be created in order to study some of the decision processes 

used by cyber-criminals [22]. This can pertain to the levels and type of activity as well 

as the target of an attack. The choice of actions (DDoS, intrusion etc.) can be coupled 

with the selection of individual or multiple targets [4]. Starting with an initially 

optimized model, various aspects of information security and cyber-crime can be 

investigated through the modification of the model parameters such as earnings, costs 

and preferences.  

2.1 Modeling Cybercrime 

Whether taken as an individual or criminal group, decisions have to be made concerning 

the allocation of revenue (R) across criminal actions (C) and the composite good (G). 

This dichotomy is represented in figure 1. In these examples, G is measured as a (real) 

inflation-adjusted expenditure for the goods that could be substituted for the 

expenditure on criminal activity (whether through direct expenditure or when lost 

earnings are substituted) against other desirable goods (shelter, food, etc). 
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Fig. 1. Optional choice modeling for a cyber-criminal of activity against composite good.  

In all instances, the cybercriminal is constrained by economic limitations. Time is a 

necessary condition in the attainment of goods. This results in the creations of 

constraints on the most unconstrained attackers. Even the socially inept high school 

hacker is limited by time. The attackers economic constraints can be modelled by the 

limits, H N as displayed in figure 1. This constraint can be expressed as, 

. .G NP g P n R+ =
 

(1) 

In (1), GP
is defined as the alternative good goods that the attacker could have 

selected or the cost of investing in future attacks. NP
is the averaged per unit cost of 

completing an attack. The attackers preference in selecting between G and N are 

represented in the standard manner by the excepted indifference functions. A negative 

slope to the indifference curve represents a propensity of the attackers to sacrifice 

current goods for an investment in a payoff from ongoing attacks. The larger the slope 

of the indifference curve, the greater the inclination of the attacker to engage in criminal 

activity. As the curvature of the indifference function increases, the degree of 

substitutability between G and N decreases. For a rational player, the optimum decision 

point pO
occurs at point 

( )0 0,c y
where the marginal rate of substitution between N 

and G equals the relative cost of the attack, 

N

G

P
P
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Fig. 2. Optional choice modeling for a cyber-criminal of activity against composite good as 

preferences change.  

An attacker also has a choice of targets, 1T
, 2T

, ... of which the total resources R 

must necessarily be divided. In this case, the economic cost equation becomes, 
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. . ...
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hence

R P T
=

+ + =

=

 

(2) 

Where the number of targets is defined as the value "n" and the cost of attacking 

each respective target is defined by iP
. The indifference curves and the associated 

values for multiple targets are individually suboptimal. In total, the sum of all individual 

activities Ni against the respective target 1T
 sums to the total choice of criminal 

activity at point N no matter how many targets are selected. 

The attacker can either choose to divide the amount of individual effort and resources 

across multiple targets by limiting the effort on any individual target or reduce the 

amount of composite goods that the attacker consumes. By choosing to sacrifice the 

attacker moves the amount of criminal activity that they can engage in from N to N' 

(see figure 2). 

The addition of income from either an external source or the successful completion 

of prior attacks moves the attackers budget constraints from HN to H'N' (figure 3). This 
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jointly allows the attacker to consume a greater quantity of composite goods as well as 

increasing the amount of criminal activity that is engaged in. For instance, the 

additional financial resources allow the attacker to recruit resources and to develop new 

exploits and tools (including rootkits, malware etc). 

 

Fig. 3. The addition of income achieved by successful cybercriminals changes the levels of 

economic constraints and leads to increasing levels of crime. 

Conversely, processes that limit the resources available to the cybercriminal move 

the criminals budget constraints from H'N' to HN and thus reduce the amount of 

criminal activity that the group can conduct. These processes include actions that freeze 

the assets of criminal groups, disrupting the flows of funds [5] and the capacity to trace 

settlements such as through the restraint of money laundering [23]. Furthermore, the 

limitation of cybercriminal activity limits the returns on investment further limiting 

future investments in criminal activity [21]. 

3 Price Change and Cybercrime 

Organizations defend themselves through a process that may be thought of as price 

policies. The addition of defensive technologies (such as Firewalls) increase the price 

or unit cost of conducting cybercrime NP
. The limitations restricting the ability of 

organizations to respond to an attack through some form of retaliation place constraints 

on the ability to increase the price controls against cybercrime. Deterrence activities in 

an organization have a dual effect, first it increases the opportunity cost of attacking the 

organization and next it decreases the probability of successfully attacking the 
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organization,  . Where few organizations take adequate deterrence measures, the 
effect is that an attacker becomes less likely to attack the organization and moves to an 

easier target or limits the total number and effort per target. In cases where deterrence 

is common, the opportunity costs for all organizations related to an attack are increased. 

 

Fig. 4. Economic constraints and price policies through increases in the expected cost of criminal 

activity leads to lower rates of cybercrime. 

Consequently, the attacker has to incorporate the probability of success into the 

choice of targets [3]. The alternative to composite goods N expended in conducting an 

attack is expected to return a larger final return of composite good H. As a result, the 

expected amount of criminal activity C0 against an organization will be engaged if the 

expected return from the activity equals 
( )1
  times the expense.  This may be 

represented by, 

( )( ) ( )

( )( ) ( )

0 0

0 0

1 1

1 1

C E y Attack

C E y Consider







 + 



+ 
  

(3) 

As a consequence, an attacker may be constrained by limiting the expected return 

from the attack 
( )0E y

to be less than

( )0 0C C



+

. Where this is achieved, the cost of 

the attack exceeds the expected returns, and makes an attack unprofitable. 
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Fig. 5. Economic constraints and price policies can create a steeper budget line and reduce the 

overall level of cybercrime. 

The introduction of additional deterrence costs through the addition of security 

controls moves the criminal activity from HN to HN' (figure 4). The steeper slope of 

the budget line reflects  the additional opportunity costs of an attack. This can be 

expressed as the decreased probability of an attack succeeding where the previous 

chance of success   becomes 
( ) −

 where the new controls reduce the 

likelihood of an attack succeeding by


. A consequent expenditure in additional 

security controls move the aggregate amount of criminal activity experienced from C0 

to C1. This is expressed by equation 4 and is consistent with the economic law of 

demand. 
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(4) 

Likewise, any practice that increases the opportunity cost of cybercrime will result 

in a reduction of criminal activity. This occurs through an increase in the cost of 

accessing the common good. Anti-money laundering policies for example lower the 
availability of ready cash [5]. This causes the costs of the common good to rise in 

respect of the proceeds of crime and thus creating an inflationary effect against the 
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criminal proceeds. The overall consequence is the creation of a steeper budget line with 

reduced rates of cybercrime. 

4 Game theoretic models of Appropriation and Exchange 

If we can assume that player A's resources are secure but player B's resources are 

vulnerable to attack, player A is cast as the attacker/predator and player B the defender 

or prey. Government bodies may be able to act against player A (through legislation, 

proceed of crime constraints, anti-money laundering etc.), but most companies and 

other organizations cannot engage player A other than through defensive actions. If 

player B does take vigilante action, they then also become liable to government 

responses against criminal activity. 

 

Fig. 6. Predator - Prey Games as a model for cybercrime. 

The possible outcomes of the relationship between A and B include fighting over 

resources (player A attacks player B) or A and B avoid fighting (A could attack an 

alternative target or engage in alternative activities). A peaceful settlement of an attack 

is also not possible as negotiation with criminal groups is illegal and ineffective (such 

as protection money in Mafia controlled communities [13, 14]). Settlement is 

ineffective as cybercrime groups cannot effectively stop actions from alternative 

criminal groups (as would occur in a controlled physical community [15, 16]). 

Player B (the company) makes the first move by diverting resources into security 

controls SB that could be used to invest. These controls are thus used in order to defend 

player B's remaining investments.  A schematic of the predator - prey game is 

expressed in figure 6. 

Player A moves after B and gauges players A's position (reconnaissance or social 

engineering can be used to estimate the security controls at B). Player A either attacks 

B, diverting some of its resources into attacking the security controls of B (SA >0) or 

relents (which could be attacking another target or engaging in legitimate activities).  

The decisions of A and B when taken together result in either an attack against B or 

A engaging in alterative activities and are displayed in the upper and lower branches of 

the game tree (fig. 6). As B makes the first move, player B can anticipate player A's 

reaction and choose a level of expenditure on security controls that selects the outcome. 
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When it is profitable, player B chooses a level of security controls that induce A to 

either attack an alternative (a party who has spent less on controls than B) or to engage 

in legitimate activity (such as trade). If an attack occurs, the expected level of loss is 

set by the multiplier . 

Where it is not possible for player B to implement a level of controls that ensure A 

does not attack, B will select a level of security controls that minimizes it's loss from 

an attack by A. If an attack ensues, the security success functions; 

,
( )

( )

A
A

A B

B
B

A B

S
p and

S ZS

ZS
p

S ZS

=
+

=
+

 

(5) 

establish the level of player B's loss function, ( )(1 )B BR S − − where the starting 

level of resources held by player B is defined as RB and the resulting level of production 

and hence available common goods has been diminished for all parties. The Z 

parameter in the equation reflects the existing level of security of B's systems (where

0 1Z  ). 

From (5), we can see that if player B's security controls fall below an equilibrium 

point determined by the destructiveness of play from A's attack and B's security 

expenditure, player B's systems will be seen as vulnerable to attack and the only 

equilibrium result that can occur is an attack by player A. This effect in interrelated to 

the loss function as when player B expends too much on security in the present, future 

growth can result in a point where attack becomes inevitable. 

The solution is to increase the cost of engaging in cybercrime whilst also minimizing 

the expected returns to criminal groups.  If all players engage in a level of controls 

that lower the expected returns by A to less than that of valid trade, the incentives to 

engage in criminal actions vanish [10]. 

5 Conclusion 

Present crime statistics for cybercrime more correctly reflect the political state than the 

actual extent of computer based crime [8]. This is a direct consequence of both low 

reporting and response rates. Many organizations fail to report any computer based 

incidents. This can result through a lack of knowledge of the event, a desire to avoid 

potentially adverse publicity or related consequences or a failure to meet an 

economically or legislatively set minimum loss value. These factors undervalue the 

losses to criminal activity.  

Crime is explained by three factors, motive, opportunity and an absence of capable 

governance or guardianship. An increase in defenses that lowers the effect of any of 

these factors moves the amount of composite goods that can be obtained by the 

cybercriminal for any set level of criminal activity [20]. The rational choices made by 

agents considering criminal actions are decreased through a combination of price policy 
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and benevolence policy. This applies at both a societal level and to individual 

organizations where increased defenses lower an organizations probability of attack by 

making their competitors more attractive lower cost opportunities. 
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