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Abstract 

It has been frequently argued that bitcoin is a “censorship resistant” immutable ledger that 

precludes law enforcement or government from acting against illicit actors in the system and 

precludes the freezing or seizing of assets. However, in this paper, it will be demonstrated that 

contrary to popular mythology, bitcoin can be easily frozen and seized under proceeds of crime 

legislation or even under the civil forfeiture rules. Furthermore, through the ability to enact 

punitive restraints against organizations that facilitate the operation of illicit transactions, law 

enforcement can ensure that the necessary controls that are designed to implement 

methodologies to ensure that financial crime using digital cash fails and that where criminal 

activity has been associated with digital currency or digital cash that the proceeds of crime can 

be removed from the benefit of the criminal actors. Importantly, as the bitcoin whitepaper notes, 

nodes enforce rules. Therefore, “any needed rules and incentives can be enforced with this 

consensus mechanism” (Wright, 2008b, p. 8). 
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Bitcoin: The Most Law-Abiding System Ever Created. 

Kramer (2005) discussed a seminal case concerning peer-to-peer networks and the 

development of software for peer-to-peer networks in the Supreme Court decision of the Metro-

Goldwyn-Mayer Studios Inc. v. Grokster, 125 S. Ct. 2764 (2005) case. To understand and move 

past much of the mythology around bitcoin and Blockchain systems, it becomes necessary to 

understand cases such as this and the nature of the Internet. Importantly, bitcoin nodes (also 

referred to as miners) and bitcoin exchanges are Internet businesses. As demonstrated in 2018 

(Javarone & Wright, 2018, June), bitcoin nodes form a small-world network. All nodes broadcast 

to all other nodes (Wright, 2008b, p. 3). Consequently, as it is a commercial system, the 

necessity in broadcasting leads to losses for nodes (miners) that fail to adequately ensure 

connectivity across the network. 

As a result of this network structure, there are very few nodes in the bitcoin network. The 

distinction between the reported numbers of nodes that some authors such as De Filippi and 

Loveluck (2016) falsely claimed to be in the thousands is that bitcoin is a transparent system 

where the only nodes are represented by those machines that create blocks on the network. The 

difficulty is that groups of individuals associated with crypto anarchy and criminal activities 

have used social media to spread a false narrative concerning the operation of bitcoin. The reality 

of the system is very different from this narrative. The narrative involves claims that bitcoin is 

“censorship-resistant” (Recabarren & Carbunar, 2018) and hence outside of the control of law 

enforcement. 

The Electronic Frontier Foundation (EFF) developed the purported goal of bitcoin to be 

censorship resistant in 2011 in response to possible government action against WikiLeaks 

Electronic copy available at: https://ssrn.com/abstract=3942115



Synthesis Paper: Bitcoin: The Most Law-Abiding System Ever Created. 

  
                                                                                                                                    

3 

(Grinberg, 2011). Unfortunately, as will be demonstrated in this paper, the touted resilience of 

bitcoin only works in respect of all legal transactions. Bitcoin can be seen to be one of the least 

resilient systems when applied to criminal activity. Bitcoin is traceable (Lane, 2013) and 

contrary to popular belief, bitcoin can be frozen and seized. The false mantra has already been 

questioned concerning how decentralization is not applied equally across all aspects of bitcoin, 

Blockchain or even Cryptocurrencies (Walch, 2019). 

As Walch (2017) demonstrates, the entire field of Blockchain has been built upon 

misinformation and twisted vocabularies that are designed to confuse regulators. While Park et 

al. (2019) and other academics in the industry try to state how bitcoin has tens of thousands of 

nodes around the world that cannot be controlled, the reality is far different from the false 

narrative being promoted. In reality, they have never been more than 100 bitcoin nodes in the 

entire history of bitcoin. At any time, only three or four nodes hold the majority of computational 

power, hence enforcing rules on the network. The reason for this is that bitcoin is resistant to 

sybiling. This resistance to nefarious actors is achieved not by the nature of decentralization that 

is proposed but rather through the competitive proof of work system (Wright, 2017). 

Through this, bitcoin nodes are restricted by introducing a proof of work system that 

works on a commercially focused verification mechanism that uses the introduction of a 

signaling process through proof of work. As a result, the consensus is agreed only from a small 

number of nodes on the network that can produce blocks. While some authors such as Thum 

(2018) opine on the cost of running a node on the bitcoin network and note that it can be in 

excess of several billion dollars a year to run a node (p. 44), the reality is that this is a key 

component of the design of bitcoin and is necessary to ensure that the system can be regulated 
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without the introduction of new law. Furthermore, the cost leads to the consolidation of nodes 

into commercial data centers. 

When in 2008, using the pseudonym Satoshi the author of this paper stated that bitcoin 

was designed to end in data centers, many people argued that this was a design flaw (Kosik, 

2018). In fact, this was a key aspect of the design of bitcoin and one of the fundamental reasons 

why bitcoin will continue and grow where systems such as eCash and eGold failed (Bećirović, 

2014). These previous systems were designed to satisfy the desires of crypto-anarchist groups 

founded by individuals such as Tim May, who saw any interaction from the government as 

dangerous. Conversely, bitcoin was developed to ensure that the very problems that plagued 

systems based on a Cryptocurrency design would be mitigated. 

While many in the “Cryptocurrency” industry argue that bitcoin is outside of the law 

because it’s encrypted (Sapovadia, 2015; Dupuis & Gleason, 2020), the simple fact is that there 

is no encryption used in bitcoin at any point. The belief structure that has been developed using 

social media is different to the reality of the system. Bitcoin and any Blockchain, for that matter, 

are necessarily designed to be viewed by any party and audited at will. Therefore, the system is 

published in clear text with no encryption. Although digital signature algorithms (ECDSA) are 

used to secure transactions and maintain data integrity, the system in bitcoin does not encrypt the 

information at any point. 

Consequently, the bitcoin Blockchain may be seen as an immutable database in the same 

manner that an Oracle system such as a financial accounting system associated with a Fortune 

500 company is immutable. Under Sarbanes Oxley (S 302 & 404) legislation in the United 

States, it is illegal for any public company to run a financial systems database that is not 
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maintained immutably. To this end, authors such as Duncan and Whittington (2017) provide 

configuration guides on how information technology teams may implement WORM (Write Once 

Read Many) database settings that provide some of the same protections as Blockchain systems, 

including bitcoin. In addition, Antonopoulos et al. (2021) provide research papers into using 

cryptographic hash-based primitives on standard SQL ledgers. These techniques allow for many 

of the same controls as bitcoin but at a far greater cost. 

Yet, with any accounting system updates and changes need to be made. As Mitra (2008) 

demonstrates in an analysis of the cost-effective maintenance of compliance records, immutable 

systems can be updated. Still, the requirement is that the errata entry does not change the original 

entry but adds and appends an extra record noting the mistake. Such changes are simple to be 

enacted within bitcoin or any Blockchain for that matter. Developers can change records within 

bitcoin, leaving a public record of the change. In part, this stems from the ability to restrict the 

number of nodes and operators within the system and the various requirements developed around 

Internet intermediaries following the decision of the Supreme Court concerning Grokster 

(Kramer, 2005). 

Elkin-Koren (2005) discussed the liability of Internet service providers concerning the 

allowing of peer-to-peer network traffic. In many ways, much of the material in this article 

mirrors documentation preceding the creation and development of bitcoin (Wright, 2018a). This 

dissertation in law from the author of this paper details the various liabilities that apply to 

Internet intermediaries. Importantly, the basis of this research led to the development of bitcoin 

and Blockchain and the issue of the Bitcoin White Paper (Wright, 2008b). To this end, the work 

of Walch (rs) detailing how software developers may be considered fiduciaries becomes 

important. While interesting, the recommendations of Kasiyanto (2015) do not cover many of the 
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aspects of bitcoin and related systems as the author have failed to understand the technical 

aspects of bitcoin that make it easy to control by law enforcement and the judiciary. 

Enforcement orders 

A key facet of controlling major crimes such as people smuggling, and the organized 

drug trade derives from controlling the financial system. In an analysis of the tracing and 

confiscation of funds following proceeds of crime cases, Cribb (2003) documents many of the 

statutory powers that are associated with the ability of police officers to obtain search warrants, 

special procedure materials and production orders and to follow assets in financial investigations. 

In this paper, the author notes how the three stages of money-laundering include placement, 

layering, and integration. The ability to successfully launder money requires that the criminals 

involved obscure the trail of money as it moves. 

Bitcoin removes many of these problems and stops criminal groups of money launderers 

from moving money without leaving permanent trails documenting the movement of all assets. 

Furthermore, multiple authors have noted how tracking and tracing bitcoin fund flows can be 

achieved (Cai & Wang, 2018) and how even hacked transactions may be followed across the 

bitcoin graph subnetwork (Goldsmith, Grauer & Shmalo, 2020). Consequently, computer 

scientists and researchers (Wu et al. 2021) are starting to realize that bitcoin can be followed 

even through mixers and anonymization. In any event, the same rules of tracing electronic funds 

(Smith, 1998) that traditionally applied to banking systems apply to bitcoin. 

Moreover, the Law of Tracing (Hoyano, 1998) documents the principal problem of 

following when assets are mixed with similar substances. In traditional analysis, the mixing of 

grain has been handled by courts for centuries. The fungible tokens held within bitcoin 
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transactions may be analogized to individual grains in a mixed sale of wheat. In these scenarios, 

few criminal actions occur as the parties receiving stolen goods without adequately following up 

on the sources of the property lose rights under existing legal rules. As Chason (2018) notes, 

bitcoin has already been determined to be property through the actions of courts in multiple 

countries. As a consequence, the rules of property apply. 

Whilst researchers such as Christiansen and Jarrett (2019) correctly note how the nature 

of bitcoin is analogous to a Post deposit facility or safe-deposit box and that the private key can 

be analogized as the physical key to such a system (p. 158), the authors fail to note that bitcoin is 

not a public-private key encryption system. Hence, like a safe deposit box, it is possible to gain 

access to the locked material. Whilst accessing safe-deposit boxes is not considered lightly, and 

the drilling of the deposit box comes with a cost (Šimonová, Čentéš & Beleš, 2019), but, equally, 

this cost can be seen in the requirements that would be associated with court actions to recover 

money associated with bitcoin and related systems. 

Solutions to the Issue 

Law enforcement has acted against Internet-based criminals for decades. In this process, 

law enforcement has seized Internet domains (Moringiello, 2003) and has closed ISP 

connections. Acting against Internet providers is an important component in controlling 

malfeasance in bitcoin and Blockchain-based systems. Despite the rhetoric around the resilience 

of bitcoin and related systems, the reality is that “Cryptocurrency” exchanges require both access 

to the global banking system and, more importantly, access to the Internet. For example, bitcoin 

nodes require access to the Internet to mine and process and verify bitcoin. Without this, access 

cannot achieve the primary function defined within the bitcoin White Paper (Wright, 2008, p. 3). 
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Consequently, these nodes operated commercially for billions of dollars per year (Thum, 2018, 

p. 44) cannot sustain operation without Internet connectivity. 

Mellyn (2010, p. 1241) has argued that what the author defines as “virtual raids” form a 

growing trend in U.S. law enforcement to facilitate extraterritorial legal actions. The reality is 

that these are legal and powerful tools in the law enforcement arsenal. Further, these tools are a 

method in which law enforcement can legally control and seize criminal proceeds held on 

accessible bitcoin wallets even today. The developers of bitcoin are not anonymous. Walch (rs) 

has demonstrated that developers act as fiduciaries on the Peer network in the same manner that 

the developers of Grokster (Kramer, 2005) acted as fiduciaries in the provision of software 

purposely designed to breach copyright laws. 

Digital currency exchanges such as Coinbase have achieved valuations in excess of 

US$100 billion (Crabb, 2021). Moreover, the operators are bitcoin nodes that have migrated to 

the United States (Sigalos, 2021) and are thus subject to U.S. law and court actions directly. 

Whilst each entity is subject to the long arm of U.S. law through domain seizures or Internet 

filtering, which would effectively devalue these organizations, the migration of entities into the 

United States and the political protections that are associated with the U.S. legal system come 

with a second edge that cuts into the ability to act anonymously. 

An action against a digital currency exchange such as Coinbase would force Coinbase to 

take action and ensure that only legitimate versions of digital currency or Cryptocurrency were 

available. This reaction goes beyond merely the price of the shares. Companies such as coinbase 

are listed public companies in the United States. As with the banking scenario presented by 

Akgün, Altunbaş and Uymaz (2021), financial fiduciaries such as Coinbase are covered by 
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existing legislation that criminalizes financial irregularities and associations with money-

laundering. These actions present a dilemma to the CEO of the company, who can face up to 20 

years in prison for each offence. In this, failure to act against digital cash systems that enable or 

facilitate crime is itself a crime. 

The end analysis is that while bitcoin is incredibly resilient when used within existing 

legal frameworks, once the mythology is dispensed with it can be seen to be a proverbial 

nightmare for criminal activity. The ease of tracing, following, and seizing bitcoin is far simpler 

than either digital cash or anything in the global banking system. The ability of the United States 

government to put pressure against Internet service providers, the main registers and 

corporations provides an unlimited level of power against criminal activity while also providing 

strong protections against the individual. 

Conclusion and Christian Worldview 

Aiding criminal activities and conducting fraud is little better than theft, lying and 

deception rolled into one. Scripture states, “Woe to those who call evil good and good evil, who 

put darkness for light and light for darkness, who put bitter for sweet and sweet for bitter.” 

(Isaish 5:20). Those who argue that bitcoin is about freedom and yet do nothing to stop the 

various crimes and illegal activity financed using the system (Foley et al., 2019) aid in the 

problem. Money laundering and other crimes remain a problem being promoted using 

“Cryptocurrencies” and other digital cash systems (Forgang, 2019). 

God does not want dirty money to be circulated. The story of Judas and the silver coins 

paid in the betrayal of a friend and his God (Matthew 27:5) shows only one example of the 

prohibition against dirty money. Deuteronomy 23:18 provides another example of how money 
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can be detestable to God when not earned and through wrong action. In acquiring dirty money 

exchange currency in this manner, those involved are morally unclean lives (Ezekiel 7:19) and 

those that are facilitating actions for which they will be held accountable (Revelations 

18:4,5,8,24). Consequently, it becomes important to remember that it is not merely following a 

right past but also not turning a blind eye to the criminal actions of others that matters. 
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